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l. INTRODUCTION

Especially when it comes to combating money laundering, cryptocurrencies and blockchain-based
products have a rather bad image in the public perception. Bitcoin and comparable cryptocurrencies
as well as the so-called privacy coins such as Monero or ZCash are repeatedly criticized for being
misused for money laundering.! Non Fungible Tokens (NFT) on the other hand have attracted
attention, e.g. through the tokenization of the so-called Bored Ape Yacht Club collection, rather in
connection with the tokenization of art. However, even with NFTs, it cannot be ruled out that they are
used for money laundering purposes. The following article attempts to clarify when and how the
handling of NFTs is subject to money laundering prevention regulations. The following statements
refer to German law or EU law applicable in Germany.

II. WHAT ARE NFTS?

The term NFT stands for Non Fungible Token and describes a blockchain-based token, which is
distinguished from classic cryptocurrencies such as Bitcoin and other crypto tokens by the fact that it
can be designed in an individual manner.?2 The blockchain, in turn, is, to put it simply, a decentralized
database that is managed by a network of equal users (peer-to-peer).® It is a variation of a digital
register in which the transactions that have taken place between the participating users are
continuously recorded.* A cryptographic process ensures that the data blocks are linked together in a
forgery-proof manner and in the correct sequence.® Whereas classic payment tokens, security tokens
or utility tokens each have the same content within their tranche, individual NFTs are linked to very
specific rights or content.® NFTs are suitable for tokenizing collectibles such as art objects or
collectible pictures. But they can also be used to tokenize rights, opening up a whole range of new
possibilities for numerous use cases.’ BaFin defines NFTs as cryptographic tokens based on
Distributed Ledger Technology (DLT), with the main manifestation of DLT being the blockchain 2

In order to be able to classify NFTs under anti-money laundering law and thus also to determine the
compliance obligations to be fulfilled under anti-money laundering law when dealing with them, it
must first be determined how, and if at all, as what, NFTs can qualify under supervisory law. Therefore,
the legal nature of NFTs must be clarified.

1Similarly: Philipp Maume and Lars Haffke, Rechtshanabuch Kryptowerte, § 15, Rn. 7, Maume/Maute, 1 Auflage, 2020, see also:
Zentes/Glaab GwG/Kaetzler GwG § 1Rn. 294

2 Lisa Marleen Guntermann: Non Fungible Token als Herausforderung fur das Sachenrecht, 5 RDI, 200, 201(2022).

3 isa Marleen Guntermann: Non Fungible Token als Herausforderung fur das Sachenrecht, 5 RDI, 200, 201(2022).

4 Johannes Richter: Blockchain statt Besitz - Erwerb von Rechten auf Basis von Non-Fungible Token, 48 NJW, 3469, 3470 (2022).
5 Johannes Richter: Blockchain statt Besitz - Erwerb von Rechten auf Basis von Non-Fungible Token, 48 NJW, 3469, 3471(2022).
® Philipp Maume, Alireza Siadat: Struktur, Definitionen und Anwendungsfalle der Kryptoregulierung,, 17, NJW, 1168, 1168 (2023).

7 Jorg Fritzsche, BeckOK BGB, 66, BGB § 90 Rn. 29, (2023).

8 BaFin technical article NFT, available at:
https://www.bafin.de/SharedDocs/Veroeffentlichungen/DE/Fachartikel/2023/fa_bj_2303_NFT.html|
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. CAN NFTS CONSTITUTE ASSET INVESTMENTS OR SECURITIES?

First, it is questionable whether NFTs can qualify as securities or asset investments
(Vermdgensaniagen) under German law, since the application of anti-money laundering compliance
obligations in dealing with them may depend on this.

A.NFT as a Security

NFTs, just like all other cryptographic tokens, would classify as securities according to BaFin if they
embody rights similar to securities, are transferable and tradable on the financial market.® BaFin
considers transferability to be a given for most of the current token standards.® An NFT would be
deemed to embody rights similar to a security if it conveys membership rights or payment claims to
its holder, e.g. for payment of a return, in the same way as shares or debt instruments." According to
BaFin, tradability on the financial market with regard to cryptographic tokens describes a minimum
degree of standardization, i.e. the characteristics of the tokens as having the same rights. The tokens
must be comparable with each other in the sense of a "genus".? However, since the rights and content
associated with NFT are fundamentally just individual, most lack the tradability required for
classification as a security in the sense of the definition of securities. BaFin also states that it is not
aware of any NFT qualifying as security to this date.” Such a classification also seems rather unlikely
in the future due to the lack of tradability of NFTs on the financial markets in the sense mentioned
above. The defining characteristic of an NFT is and remains its uniqueness due to the endowment
with individual rights. Then, however, tradability on the financial market in the above-mentioned sense
is difficult to imagine. Whether the tokens that are subject to the phenomenon of "fractionated NFTs"
are tokens that qualify as securities must be determined on an individual basis. Fractionated NFTs are
NFTs that are fractionated by means of further tokens." For example, for an NFT tokenizing a work of
art, 50 tokens are issued, each of which in turn represents 1/50 of the NFT. Such tokens are called
fractionated NFT, whereby the designation already seems misleading insofar as these tokens are
equipped with the same rights among each other (in the example they each represent 1/50 of the

9 BaFin technical article NFT, available at:
https://www.bafin.de/SharedDocs/Veroeffentlichungen/DE/Fachartikel/2023/fa_bj_2303_NFT.html|

10 BaFin technical article NFT, available at:
https://www.bafin.de/SharedDocs/Veroeffentlichungen/DE/Fachartikel/2023/fa_bj_2303_NFT.html ; see also already: BaFin,
Zweites Hinweisschreiben zu Prospekt- und Erlaubnispflichten im

Zusammenhang mit der Ausgabe sogenannter Krypto-Token GZ: WA 51-Wp 7100-2019/0011 and IF 1-AZB 1505-2019/0003, point
V ¢). Abrufbar unter:
https://lwww.bing.com/search?g=Merkblatt+bafin+blockchain+token&cvid-a3759cdd1ef646269c7e4c81c301abeb&aqs-edge..69i
57j014.15945j0j4&FORM=-ANABO1&PC-ASTS

1 BaFin Zweites Hinweisschreiben zu Prospekt- und Erlaubnispflichten im Zusammenhang mit der Ausgabe sogenannter Krypto-
TokenGZ: WA 51-Wp 7100-2019/0011 and IF 1-AZB 1505-2019/0003, point V c). Abrufbar unter:
https://www.bing.com/search?g=Merkblatt+bafin+blockchain+token&cvid-a3759cdd1ef646269c7e4c81c301abeb&aqs=-edge..69i
57j014.15945j0j4&FORM=-ANABO1&PC-ASTS

12 BaFin, Zweites Hinweisschreiben zu Prospekt- und Erlaubnispflichten im Zusammenhang mit der Ausgabe sogenannter
Krypto-TokenGZ: WA 51-Wp 7100-2019/0011 and IF 1-AZB 1505-2019/0003, point V ¢). Abrufbar unter:
https://www.bing.com/search?g=Merkblatt+bafin+blockchain+token&cvid-a3759cdd1ef646269c7e4c81c301abeb&aqgs-edge..69i
57j014.15945j0j4&FORM=-ANABO1&PC-ASTS

13 BaFin technical article NFT, available at:
https://www.bafin.de/SharedDocs/Veroeffentlichungen/DE/Fachartikel/2023/fa_bj_2303_NFT.html|

14 Similarly, Phillip Maume, Die Verordnung tiber Mérkte fiir Kryptowerte (MiCAR),11 RDi, 461, 465 (2022).
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fractionated NFT) and are therefore interchangeable, i.e. fungible. Should these tokens be endowed
with rights similar to securities, they could probably also qualify as securities.

B. NFTs as Asset Investments

However, in individual cases, NFTs could classify as asset investments under the German Asset
Investment Act (VermAnIG). In this case, the NFTs would be treated as regulated financial
instruments.”® The decisive factor is which rights are represented by the token in the individual case.
In the case of a mere tokenization of a (digital) work of art by means of an NFT, a classification as an
asset investment is rather not indicated, at least not if additional rights are not attached to the NFT.
As an example, BaFin mentions in this context the issuer's obligation to sell the tokenized art object
at a profit and to grant the token holder a repayment and interest claim.”® If such a right is linked to the
NFT, the respective NFT would qualify as an asset investment within the meaning of Section 1(2)
number 7 alternative 1VermAnIG. The qualification of such an NFT as a security would in turn fail due
to the lack of fungibility, i.e. the lack of tradability on the financial market.

IV. CAN NFT QUALIFY AS CRYPTO ASSETS?

The question remains whether (art) NFTs qualify as crypto assets within the meaning of Section 1(29)
of the German Anti-Money Laundering Act (GwG) and thus as financial instruments. If this were the
case, service providers offering services related to NFTs would qualify as financial services institutions
under the German Banking Act (KWG) or as securities institutions under the German Investment Firm
Act (WplG), depending on the individual case. These are obligated parties under anti-money
laundering law pursuant to Section 2 (1) No. 2 GwG.

A. Do NFTs Qualify as Crypto Assets Under MiCAR?

The newly introduced Markets in Crypto Assets Regulation (MiCAR) defines crypto assets as a digital
representation of value or a right that can be electronically transferred and stored using Distributed
Ledger Technology or similar technology. NFTs will generally meet this definition.” Thus, it can be
assumed that NFTs regularly qualify as crypto assets within the meaning of MiCAR. Nevertheless,
recital 10 of MiCAR states that crypto assets that are unique and not fungible with other crypto assets
should not be covered by the scope of MICAR. Recital 10 was reflected in Art 2 (3) MiCAR. Recital 10
MICAR explained the exclusion of NFTs from the scope of the regulation by stating that while non-
fungible crypto assets can be traded on marketplaces and accumulated speculatively, they are not
readily exchangeable, and the relative value of one such crypto asset to another cannot be determined
by comparison to an existing market or equivalent asset because each such crypto asset is unique.
These characteristics limit the extent to which these crypto assets could have a financial use, thus

15 BaFin technical article NFT, available at:
https://www.bafin.de/SharedDocs/Veroeffentlichungen/DE/Fachartikel/2023/fa_bj_2303_NFT.html

16 BaFin technical article NFT, available at:
https://www.bafin.de/SharedDocs/Veroeffentlichungen/DE/Fachartikel/2023/fa_bj_2303_NFT.html

V7 Siadat: MiCAR - Regulierte Finanzinstrumente mit Schwerpunktsetzung auf NFT, RDF, 4, 6, (2023).
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reducing the risks to holders and the financial system, which justifies their exclusion from the scope
of the regulation.

In this respect, although NFTs regularly qualify as crypto assets within the meaning of MiCAR, they
are excluded from its scope.

B. Do NFTs Qualify as Crypto Assets and Thus Also as Financial Instruments Under the German
Banking Act or German Investment Firm Act?

NFTs could qualify as crypto assets and thus as financial instruments within the meaning of the
KWG."™ According to Section 1(11), Sentence 1, No.10 in conjunction with Sentence 4 and 5 KWG,
crypto assets within the meaning of the KWG are digital representations of a value that has not been
issued or guaranteed by any central bank or public body and does not have the legal status of legal
tender or money, but is accepted by natural persons or legal entities on the basis of an agreement or
actual practice as a means of exchange or payment or serves investment purposes and can be
transmitted, stored and traded electronically. According to this definition, NFTs can only be crypto
assets if they are either accepted as a means of exchange or payment or serve investment purposes.
Due to their individual design, NFTs are rarely if ever considered as a means of payment or exchange.
However, fractional NFTs may be an exception to this. However, non-fungible tokens may also be
suitable for investment purposes and would then qualify as crypto asset pursuant to KWG or WplG,
as the case may be.”

V. ANTI-MONEY LAUNDERING COMPLIANCE IN RELATION TO NFTS

Therefore, in all cases mentioned, a case-by-case examination has to be carried whether an NFT
would qualify as a security, as an asset investment or as a crypto-asset or financial instrument. The
decisive factor is the rights attached to NFT and how these affect its tradability. This also includes
how it is conceptualized and placed on the market by the issuer, which can be determined, for
example, on the basis of advertising statements or product descriptions.?’ Conspicuous features such
as high prices and artificial price increases are seen as indications of money laundering activities.?' In
addition to criminal law aspects, there are compliance risks, which mainly depend on whether the NFT
in the respective case is a financial instrument or a crypto asset.

A. Should NFTs Qualify as Securities
In principle, NFTs do not qualify as securities, as explained above. Fractionated NFTs can be classified

as securities if they exhibit the required degree of standardization and exchangeability and are
therefore tradable like a securitized right. In this case, they are subject to BaFin supervision and the

8 The term crypto asset is the same for the German Banking Act and the Investment Firm Act.

19 BaFin technical article NFT, available at:
https://www.bafin.de/SharedDocs/Veroeffentlichungen/DE/Fachartikel/2023/fa_bj_2303_NFT.html
20 BaFin technical article NFT, available at:
https://www.bafin.de/SharedDocs/Veroeffentlichungen/DE/Fachartikel/2023/fa_bj_2303_NFT.html
21 BaFin technical article NFT, available at:
https://www.bafin.de/SharedDocs/Veroeffentlichungen/DE/Fachartikel/2023/fa_bj_2303_NFT.html
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associated regulation. Obligations arise from the German Securities Trading Act (WpGH), with general
reporting obligations (e.g. Section 22 WpGH) and the reporting of suspicious cases (Section 23
WpHG) being particularly relevant. Violations constitute administrative offenses.

B. Should NFTs Qualify as Asset Investments

In the case that additional rights are attached to the NFT, for example in the form of a proof of
ownership for an art object combined with an agreement to generate profits, a qualification as an asset
investment may be considered.?? This may lead to an obligation to publish a prospectus. In this
context, there is arisk of prospectus liability in the event the issuer does not comply with the provisions
of the VermAnIG.

C. Should NFTs Qualify as Crypto Assets Under MiCAR.

Should an NFT qualify as a crypto asset under MiCAR and would also be subject to its scope of
application the Money Transfer Regulation?® would apply to these tokens. As set out above, NFTs are
not covered by MiCAR, but according to recital 10 MiCAR they could fall in the scope of MiCAR if the
tokens would be part of a series. The Money Transfer Regulation requires regulated crypto asset
service providers involved in a transaction, in addition to collecting the personal data of the sender and
recipient, to transmit the very same data within the framework of the so-called "Travel Rule". The
obligation to identify the owners of a wallet involved in a transaction also extends to so-called
"unhosted" wallets, i.e. wallets that are under the control of private individuals and precisely not under
that of regulated crypto asset service providers. The "Travel Rule" requires service providers to ensure
the transmission of information on the transferor and the recipient throughout the entire transaction
chain.?*

D. Should NFTs Qualify as Crypto Assets Under KWG or WplG.

As set out above, NFTs may, in individual cases, constitute crypto assets under KWG or WplG, with
the consequence that these are subject of the GwG as financial instruments, as the latter refers to
Section 1(29) KWG. Parties who are obliged under GwG are thus in principle subject to the general
due diligence requirements of Section 10 (1), (3) No. 2 (c) GwG if they have an equivalent value of at
least EUR 1000.00 at the time of transfer. This includes, for example, the identification of the
contractual partner, the verification of the power of representation as well as the monitoring of the
transaction. This is followed by the enhanced due diligence requirements for the collection, storage
and transmission of data under the Crypto Assets Transfer Regulation?®.

Whether this is the case depends on whether the parties to the transaction are obligated parties under
the GwG. Sellers who do not provide a service for another person will generally not be financial services
institutions pursuant to Section 2 (1) No. 2 GwG in conjunction with Section 1(1a) KWG. Accordingly,

22 BaFin technical article NFT, available at:
https://lwww.bafin.de/SharedDocs/Veroeffentlichungen/DE/Fachartikel/2023/fa_bj_2303_NFT.html

23 Regulation (EU) 2015/847 of the European Parliament and of the Council of 20 May 2015 on information accompanying transfers
of funds and repealing Regulation (EC) No 1781/2006

24 BaFin technical article MiCAR Regulation, available at:
https://www.bafin.de/SharedDocs/Veroeffentlichungen/DE/Fachartikel/2023/fa_bj_2305_Mica.html

ES Verordnung Uber verstarkte Sorgfaltspflichten bei dem Transfer von Kryptowerten
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financial services institutions are companies that provide financial services to others on a commercial
basis or to an extent that requires business operations to be conducted in a commercial manner and
that are not credit institutions. The catalogue of financial services in Section 1(1a) KWG lists, among
other things, investment brokers and investment advisors. However, trading on one's own account
without being a proprietary trader is only subject to authorization under additional conditions. Whether
these requirements can also be met in the case of trading in art NFTs must be examined in each
individual case.

Even if trading with NFT would not qualify as financial services under KWG, an obligation as an art
dealer pursuant to Section 2 (1) No. 16 GwG might arise. Art dealers are subject of the GwG since the
implementation of the 5th EU Anti-Money Laundering Directive?®. According to Section 1(23) GwG,
these are persons who commercially broker the conclusion of sales contracts for art objects. This
raises the question of whether art NFTs are art within the meaning of the provision. The recitals of the
5th Anti-Money Laundering Directive, which are not binding, do not provide any specific details of the
concept of art. In contrast, it can be deduced from the legislative materials that it is primarily a matter
of "objects of art"?’ According to this, objects of art are "all objects listed in number 53 of Annex 2 to
Section 12 (2) numbers 1 and 2 of the Value Added Tax Act.“ Art NFTs are not mentioned there. The
legal system also suggests a “need of physicality” by the fact that it provides for art a possibility of
storage by an art warehouse keeper. In addition, there is no comparable provision that covers music
or sound recordings, for example, as a non-object form of art under anti-money laundering law.

If, contrary to the view expressed above, art NFTs should qualify as art in the above-mentioned sense
the dealers of art NFTs could qualify as art brokers. This would have the consequence, that these
would be considered as obliged parties under the GwG. They would then have to identify their
business partners, conduct internal risk analyses, document them and report any suspicious cases
(Sections 4- 10 Gw@). In particular, Section 4 (5) No. 2 GwG stipulates that art brokers must have a
risk management system in place for transactions involving art objects with a value of at least EUR
10,000.00.%8

VI. RESULT

The legal situation regarding art- NFTs is by no means clear. Depending on the individual case, art
NFTs may be subject to BaFin's anti-money laundering supervision and would therefore be regulated
assets.

In any case, money laundering prevention also plays a significant role in the case of art NFTs. A risk
assessment is required in each individual case, as non-compliance with money laundering regulations
can be punished with fines. According to Section 3a, the GwG is explicitly based on a risk-based
approach, which requires obligated parties or potential obligated parties to reduce risks.

26 Directive (EU) 2018/843 of the European Parliament and of the Council of 30 May 2018 amending Directive (EU) 2015/849 on
the prevention of the use of the financial system for the purposes of money laundering or terrorist financing, and amending Directives
2009/138/EC and 2013/36/EU.

27 BT-Drs. 19/13827, 72; cf. Felix Herzog/Julia Figura, 5th ed. 2023, GwG § 2 Rn. 190 et seq

28 Felix Herzog/Julia Figura, 5th ed. 2023, GwG § 2 Rn. 190-193.
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